Breach Management Plan - AST LLC

Breach/Incident Identified
Via Monitoring, Customer or Vendor
Notification or a Subsequent
Outcome such as a System Crash

Continue Optimizing Security
- NO > Vulnerability Assessments,
| Patch Management, Training

Yis
Security TeamTakes . Spokesperson Communicates . Legal Team Communicates
Steps to Contain and With Consumers, Employees, Media, With Regulatory Bodies
Remediable the Incident Partners and Other Stakeholders Executive Team Collaborates

1 l 1 and Coordinates to Ensure

Protocols Are Followed
Finalize Incident Report, Conduct Actively Work With Comply Fully with
Post-Incident Analysis, Optimize Systems Customers and Partners Regulatory Bodies and Aid

and Protocols and Close Incident to Regain Trust in Investigation




Data Processing Activities Map - AST LLC

@ Storage formats include digital and database
® Transfer methods include internal, between the parties displayed below

@ Storage locations include cloud storage and on-premises servers at each party's physical office space

Platform Partners ASTLLC

Third-party tools that facilitate Connects Platform Partners
feedback vehicles such as surveys, event to enable a feedback loop, providing

registrations and human resources. value and insight to enhance Client,
End User and Employee experiences.

v | !
Client and Employee assets are passed
through to Platform Partners when required
but are not stored at AST LLC. Client and Employee
assets are stored until a deletion request is received
and/or within statutes put forth by state and
federal agencies. Client data deletion requests
are accommodated within 24 hours.

lients receive a copy of their End Use
assets and store them according to
their unique data policies. AST LLC
will immediately address a Client
relationship if they are found to be using
data in a non-compliant manner.

Assets may include data such as gender,
job title, email address, phone number and
employment status. Deletion requests made

of one Platform Partner via AST LLC

are summarized and distributed to other
Platform Partners to ensure compliance.




